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COERK, VAYFA—REBEERLTOEE RIZHYNEITEVET,

WatchGuard XTMv (X{RABIREBE D h TIRAE A A—2 L TENET S WatchGuard XTM T/A/ X TY ., BE
DIRAERMER. VY —ADBEEER Y. EADBSHEFIRHELET,

AEIL XTMV DEAFBHMELIRA—FTYTHARTY  FERSNTOLSEED/A\—Pav (&, VMWare
ESXi £ & U vSphere Client A% 5.5, XTMv [£ 11.9.1 T,

AEANTAK. EEOMEIL, IRXMIHERRT S XTMV DBAIZE RIS THIEENTT,



XTMv OE A

XTMv (& VMWare & Hyper-V Ol AIZxt L TULNET,
ZDHARTIL VMWare TOEAFEZEREHRLET,

XTMv @770+

VMWare vSphere Client /%5 VMWare 4—/A—[Z#E#LET,

@ VMware vSphere Client u
vmware

VMware vSphere®

Client

In vSphere 5.5, all new vSphere features are available only
through the wSphere Web Client, The traditional vSphere Client
will continue to operate, supporting the same feature set as
w5phere 5.0, but not expasing any of the new features in
v5phere 5.5,

The wSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.qg. Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /Name:  [192.168.23.128 ~]
Liser name; Irmt
Password: I**tttttttttti

[ Use Windows session credentials

Login I Close Help




EETEf-5. A=2—® | File | — | Deploy OVF Template... | #9)voLET,

@ 192.168.23.128 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help
1

ew ' lﬂ' b [ Inventory

| Deploy OVF Template... i
T 7
Report Ll localhost localdomain VMware ESXi, 5.5.0, 1623387 | Evaluation (60 days remaining)
Erowse VA Marketplace... Getting Started | Summary R GIRGE R Resource Allocation | Performance | Configuratic
Print Maps 3
Exit Name | State | Provizioned 5pace| Uszed Space

Ay a—KLf= XTMv @ OVA 774 )L%EFERL . Open RE2EH)VHILET,

'.'J Cpen

(L[t » Documents » My Documens » KMy~ | ot

Organize « New felder

-~

¢ Favorites — Documents library
Bl Desktop KT
4. Downloads

Arrange by:  Folder =

Mame Date modified Type Size

e
=i Recent Places

L | xtmv 11 9 1.ova 2014/08/28 10:23 OVA File 79,409 KB

4 Libraries
@ Documents
J‘F Music
(5] Pictures

E Videos

18 Computer
&, Local Disk (C)
g Department Shar =

File name: xtmv_11 9 1.ova - [OVF packages (*.ovf;*.ova) v]

I Open I [ Cancel ]




OVA 7AW DIIWINAMNTHRRART4—ILRIZA RSN TNH I EZEHEREL. Next REVED)VILET
r@ Deploy OVF Template =Nac i:h1

Source
Select the source location.

Source

OVF Template Details
Mame and Location
Disk Format

Ready to Complete
Deploy from a file or URL

|C:¥kTMv¥xhnv_1 1.5 _l.ova j Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.

Help | < Back Next = Cancel

TUIL—rDFEMERNIRRENSD T, HERELT Next R2VEVVILET,
r@ Deploy OVF Template =Nac N

OVF Template Details
Verify OVF template details.

Source
OVF Template Details _
End User License Agreement Brodtcs iy
I‘-lfame and Location T TE 11.9.1
Disk Format
Network Mapping Vendor: WatchGuard, Inc.
Ready to Complete
Publisher: & WatchGuard Technologies, Inc.

Download size: 77.4MB

Size on disk: 164.3 MB (thin provisioned)
2.9 GB (thick provisioned)

Description: ¥TMy virtual devices support WatchGuard's next generation
UTM OS—Fireware® XTM. Each XTMv device indudes Fireware
¥TM and delivers exceptional protection against today's
sophisticated threats to make sure that your business stays
connected. For more information on the features of Fireware
¥TM 05, see the current Fireware ¥TM WatchGuard System
Manager Help or Fireware ¥TM Web UI Help,

Help | = Back Mext = I Cancel




End User License Agreement (& Accept R2%#0)vILET,

(% Deploy OVF Template

= )

End User License Agreement

Source

OVF Template Details

End User License Agreems
Mame and Location

Disk Format

Netwark Mapping

Ready to Complete

Accept the end user license agreements.

WatchGuard End-User License Agreement -

This WatchGuard End-User License Agreement (the "AGREEMENT ") is a legal agreement between
you and WatchGuard Technologies, Inc. ("WATCHGUARD") and contains the terms that govern
your downloading, installation, copying and use of the SOFTWARE PRODUCT. As used herein,
"you" or “your” means the person, company or other entity using the SOFTWARE PRODUCT.
Capitalized terms used in this AGREEMENT are defined in accordance with Section 1 below.

PLEASE CAREFULLY READ THE TERMS OF THIS AGREEMENT BEFORE YOU CLICK "I AGREE” OR.
OTHER SIMILARLY WORDED BUTTON. BY CHECKING THE BOX INDICATING THAT YOU AGREE TO
THE TERMS OF THIS AGREEMENT, OR BY DOWMLOADING, INSTALLING, COPYING OR USING THE
SOFTWARE PRODUCT, YOU (A) HEREBY CONSENT AND AGREE TO BE BOUND BY THIS
AGREEMENT; AND (B) HEREBY REPRESENT AND WARRANT THAT YOU ARE LAWFULLY ABLE TO
ENTER. INTO THIS AGREEMENT. IF THIS AGREEMENT IS BEING AGREED TO BY A COMPANY OR
OTHER ENTITY, THEN THE PERSON AGREEING TO THIS AGREEMENT ON BEHALF OF THAT
COMPANY OR ENTITY HEREBY REPRESENTS AND WARRANTS THAT (I) HE OR SHE IS DULY
AUTHORIZED AND LAWFULLY ABLE TO BIND THAT COMPANY OR. ENTITY TO THIS AGREEMENT;
(11} THE COMPANY OR ENTITY HAS THE FULL POWER,, CORPORATE OR OTHERWISE, TO ENTER
INTO THIS AGREEMENT AMD PERFORM ITS OBLIGATIONS UNDER THIS AGREEMENT; AND (III)
THIS AGREEMENT AND THE PERFORMANCE OF THE COMPANY'S OR. ENTITY'S OBLIGATICNS
UNDER. THIS AGREEMENT DO NOT VIOLATE ANY THIRD-PARTY AGREEMENT TO WHICH THE
COMPANY OR ENTITY IS A PARTY.

IF YOU DISAGREE WITH ANY OF THE TERMS OF THIS AGREEMENT, WATCHGUARD DOES NOT
GRANT YOU A LICENSE AND YOU MUST NOT download, INSTALL, copy OR USE THE SOFTWARE
PRODUCT,

1) Definitions, As used in this AGREEMENT, each of the following capitalized terms shall

= Back Mext = Cancel

TOT4712%5251= Next RAEH)woILET

[»

et |

Definitions. As used in this AGREEMENT, each of the following capitalized terms shall

Help |

< Back Cancel

Mext = I

RIZFTOASINBRETIVIZLRIEDTET,



EEEDHRAR TIE%L, vSphere Client EDA VAR TRRSNDEHTEZAALET,

(% Deploy OVF Template | o (5 e

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details ' TMv-Demo-01
End User License Agreement

Mame and Location The name can contain up to 80 characters and it must be unigue within the inventory folder.

Disk Format
Netwark Mapping
Ready to Complete

Help | = Back Mext = I

Cancel

Evaz=y

N — o . . o N N . S
RIZTARIDEZRFETY , Thin H Thick Z:ERL TRAEHFE T, Thick 7O
(%) Deploy OVF Template =RNCE X
Disk Format
In which format do you want to store the virtual disks?
Source Datastore: W
OVF Template Details
End User Llcensx? Agreement Available space (GB): 516
Mame and Location
Disk Format
Netwark Mapping
Ready to Complete [ % Thick Provision Lazy Zeroed ]
" Thick Provision Eager Zeroed
" Thin Provision
Cancel

Help | = Back |! Mext = I

THETY,



RIZHRYET—HDERFEEME TI , Destination Networks AEILA 22— —REEL TR ETS—FN
KRITSNFET,

¥ Z AN External X (& Trusted 2B SHWMEE IEFITR—M IL—T#ERLET,
[ 8% : Virtual Machine Port Group M {ERL 1& ZSBEESLY,

(% Deploy OVF Template =R X

Network Mapping
What networks should the deployed template use?

Z?#Iimplate Details Map the networks used in this OVF template to networks in your inventory
End User License Agreement | d 3\
Mame and Location Source Networks DestinationNetworks
Disk Format ) Netwark 0 External
Reny o o, Network l St J
] 1 ¢

Warning: Multiple source networks are mapped to the host network: External

Destination Networks (& Network0 (Z[& External. Networkl [Z[& Trusted Z3§E L T. Next R4 %%
JyHoLET,

(% Deploy OVF Template | o (5 e

Network Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to netwarks in your inventory
End User License Agreement
Name and Location Source Networks DestinationNetworks
Disk Format " .
Network Mapping Network 1 Trusted -
Ready to Complete
4 T |
Description:
eth: Trusted -

Help | < Back Next = || Cancel




RISEC ERE DY) —HNRRENFTT  FEFRL T Finish REVED v ILET,
r@ Deploy OVF Template lilﬂlﬂj

Ready to Complete
Are these the options you want to use?

Eﬁmglate Details When you dlick Finish, the deployment task will be started.
End User License Agreement  Deployment settings:
Name and Location OVFfile: C:TMvitmv_11_9_1.ova
Disk Format Download size: 77.4 MB
%Iﬂe Size ondisk: 2.9 GB
Name: XTMv-Demo-01
Host/Cluster: localhost.locldomain
Datastore: datastorel
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "Metwark 0"to "Bxternal”
Network Mapping: "Metwork 1" to "Trusted"

I power on after deployment

Help | < Back Finish I Cancel

TR BFEYET ETPETOILAN—TESNRRSNET,

(%) 29% Deploying XTMv-Demo-01 oo |

Deploying XTMy-Demo-01

Deploying disk 1of 1

16 seconds remaining

| Close this dizlog when completed

Completed Successfully &ERRSNNILTET TT,

(%) Deployment Completed Successfully El_lﬂ

Deploying XTMy-Demo-01

Completed Successfully

Close

10



TIAAIZKRT HEE

T7OA12kHT 55 & (& OVFTOOL #{F->T OVA 774 /L% OVF 74 )LIZRRL. T7OAKF(Z OVF
T7AIVERTEL TS,

ARURFAVIERDESYTY . (OVF I7AILIEL OVA I7 AL DILEEFEEZA1Z11TY)

ovftool.exe OVA J274JL OVF 274 )L

LT IEERTHTY,

PROMPT> ovftool.exe C:\XTMv\xtmv_1l1l 9_1.ova C:\XTMv\OVF\xtmv_11_9_1.ovf
Opening OVA source: C:\XTMv\VMware\xtmv_11_9_1.ova

The manifest validates

Source is signed but could not verify certificate (possibly self-signed)

Opening OVF target: C:\XTMv\OVF\xtmv_11_9_1.ovf
writing OVF package: C:\XTMv\OVF\xtmv_11_9_1.ovf
Transfer Completed

Completed successfully

OVFTOOL M AF 5 :

https://my.vmware.com/jp/web/vmware/details?productld=352&downloadGroup=0VFTOOL350

11


https://my.vmware.com/jp/web/vmware/details?productId=352&downloadGroup=OVFTOOL350

VTS
XTMV (D 7—F v VT TSATUoRATETN, —ERBELTLERIEHRWNIIFEEAEEREEDYFEEA,
T7OMEDNPZEITUTDESYTY,

T T4 14— x—RAl% External & Trusted @ 2 R—k

Trusted 122—2J7x—AMD IP 7FL X[ 10.0.1.1

External 1>2—2x—XI[& DHCP T IP 7RL RAZE 5%

EE5NHR—rM5TH Web Setup Wizard TERET A ENTRE (CODRIIEHEELD)
admin ZHhO DT I+ RRTL—XIE readwrite

XTMv T/AA A D E
Web Setup Wizard TERMLZRELZHELET A TORICTITOA LIz XTMV TN REEEILEL LS,
vSphere Client DA ARV IZRRENTULVS XTMv T/34 X% Power On LEY,

() 102.168.23.128 - vSphere Client = | B e

File Edit View Inventory Administration Plug-ins Help
ﬁ E |E} Home b gf Inventory b Eﬂ Inventory |
RO

B [ 192.168.23.128 XTMv-Demo-01
Gh | XTMv-Demo-01
i, Summary ' ResourceAllocation ' Performance ' Events ' Console | Permissions

close tab el
What is a Virtual Machine?

A virtual machine is a software computer that, like a Virtual Machines
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or s
workstation environments, as testing environments, or to Y Host
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines. s

J = vSphere Client
[P Power on the virtual machine
Edit virtual machine settings

Recent Tasks Name. Target or Status contains: ~ I Clear %

Name Target Status | Details | Initiated by | Requested Start Ti... — ‘ Start Time | Completed Time |

|@ Tasks | |Evaluation Mode: 60 days ini root #

12



AVY—IEBTEDIVITHE BBERD AV -V R T HIENTEET,

AT A TAVTMRRRENT-DREELI=CENTNYET

() 192.168.23.128 - vSphere Client

=

File Edit View Inventory Administration Plug-ins Help
& ¢y Home b gf Inventory b [l Inventory
Bl B A &R E R

B @ 192.168.23.128 XTMv-Demo-01
(33 [XTMy-Demo-01

.

&

28.
28.
28.
28.

4981831
5164111
5226821
5693491

Setting
Done.
Running
Running
28.5856281 Runming
29.227348]1 Running
llection timeout to 2
29.2973741 Setting
29.3897381 Done.
29.3151861 Runmning
29.3928911 Running
29.4284351 Done.
29.4335521 Running
29.4548811 Running
29.4862911 Running
29.4964741 Runming
29.5122381 Running
33.954349] el@sa:

the proxy tmpfs =zize to size=248m.

setcsrunlevel 2-535scand. . .Done.
setcsrunlevel~2-336dynroute. . . Done.

setcs/runlevel ”2-342ssh. . . Done.
setcsrunlevels2-558nettune. . .Setting IPvd route garbage c
minutes

promote_secondaries to 1

setcsrunlevel 2-5853conf igdhash. . .Done.
setc/srunlevels2/588seed-random. . . Saved random seed

setc/runlevel~2-598bootron. . . Done.
setcsrunlevel 2-598kcrashrep. .. Done.
setcsrunlevel 2-5392backlog. . . Done.
setc/runlevel 2-5899igmp. . . Done.
setcsrunlevel~2-599roo0tro. . . Done.
ethB NIC Link is Up 1888 Mbps Full Duplex. Flow Control: N
33.
34.

9754821
A983471

HU filter on device ethd
Up 1888 Mbps Full Duplex,

8821q:
el@8@8:

adding ULAN B to

ethl NIC Link is Flow Control:

[
[
[
[
[
[
o
[
[
[
[
[
[
[
[
[
[
[
o
[
[
o
[

34.1215881 8821q: adding ULAN B to HW filter on device ethl

(none) login:

Recent Tasks Name, Target or Status contains: ~ ’7 Clear x
Name Target Status Details Initiated by Requested Start Ti... — | Start Time Completed Time
rﬁj Power On virtual mach... () XTMv-Demo-01 & Complated root 2014/09/01 11:28:31 2014f09/01 11:28:31 2014/08/01 11:28:32
@ Tasks Evaluation Mode: 60 days remaining  |root 4
. 4
Summary #7& M5, ERETHEESN TS IP FRLANS M ET DT, ZOFRLRIZTSHOHT

7+ XL. Web Setup Wizard 2£17LET,

[N x|

F_fj) 192.168.23.128 - vSphere Client

13

File Edit View Inventory Administration Plug-ins Help
@ /j Home [ gf] Inventory D Eﬂ Inventory
1 O P T e R
= [ 192.168.23.128 XTMv-Demo-01
{33 | XTMv-Demo-01
Getting Started ESTIE"M Resource Allocation | Performance | Events | Console | Permissions
-
General Resources
Guest O.S: Other 2.6 Linux (32-bit) Consumed Host CPU: 224 MHz
VM Version: 7 Consumed Host Memory: 443.00 MB
CPU: 1vCPu Active Guest Memory: 307.00 MB
Memary: 1024 Mg Refresh Storage Usage
Memory Overhead: 24.25MB Provisioned Storage: 3.99GB
YMware Tools: /& Running (Out-of-date) MNot-shared Storage: 2.99 GB
IP Addresses: 192.168.23.129 view all Used Starage: 299 GB
Storage < | Drive Type Capadity
DNS MName: WatchGuard-xTM Virtual Machine IP Addresses 3 BOGE 4t =
State: Powered On 3
Host: localhost. localdomain 1P Addresses:
Active Tasks: 192.168.23.129
vSphere HA Protection: (& Nja &) 10.0.11
Commands | L




Web Setup Wizard ® %17

15 S LIRIC Wizard 258 T LEWE B4 LTV TEERBIREFESNFEE A,
RIEBDFEENBTEZROTHEE BHOD Activate ZFE T I T2V AF—FRFLTHL TS,
Web Setup Wizard Zf389 5IZ(&. TS5V T https://<XTMv @ IP 7FL X>:8080 [C7V+ERALET,

User Name (& admin, Passphrase (& readwrite # A 71L. Log in R22 %) ILET,

: @ hitps://10.01.1:8080/uth/logintfrom _page SO = @ Certificate error & |

E10011 | | AL

chGuard Fireware XTM Wi

User Name

admin

Passphrase

Authentication Server

Firebox-DB [v]

License Agreement IZ[XRIEDF T vo%EL T Next,

Read the license agreement

‘WatchGuard Firebox Software End-User License Agreement
IMPORTANT - READ CAREFULLY BEFORE ACCESSING WATCHGUARD SOFTWARE:

This Firebox Software End-User License Agreement ("AGREEMENT") is a legal

agreement between you (either an individual or a single entity) and WatchGuard

Technologies, Inc. ("WATCHGUARD") for the WATCHGUARD Firebox software product,

which includes computer software components (whether installed separately on a

computer workstation or on the WATCHGUARD hardware product or included on the

WATCHGUARD hardware product) and may include associated media, printed materials,

and on-line or electronic documentation, and any updates or modifications

thereto, including those received through the WatchGuard LiveSecurity Service

(or its equivalent), (the "SOFTWARE PRODUCT"). WATCHGUARD is willing to license

the SOFTWARE PRODUCT to you only on the condition that you accept all of the

terms contained in this Agreement. Please read this Agreement carefully. By

installing or using the SOFTWARE PRODUCT you agree to be bound by the terms of

this Agreement. If you do not agree to the terms of this AGREEMENT, WATCHGUARD
accept the terms of the License Agreement

14



External R—bDERFEICHYFET A, 354 % E (X Wizard TIEAKL, &

IF5NEND T, CCTIETIAINNTEARET,

Configure the external interface of your XTM device

Select the method your XTM device uses to set its external IP address:
s) DHCP

PPPoE

Static

More Information Back

TIAILEDEFE Next,

Configure the external interface for DHCP

If you want to manually assign the IP address and use DHCP just to give this assigned address to the XTM
device, select the Use IP address radio button and enter the IP adddress in the adjacent field. The Client
and Host Name fields are optional.

Obtain an IP address automatically
Use IP address

Leasing Time | 2 hours ﬂ
Client

Host Name

More Information Back Next

15
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DNS H—/N\—DFRFEE@EIZHEYET , ERITHEE D DNS H—/I—mHNEAHALET,

Configure the DNS and WINS servers

Some Fireware XTM features require Windows Internet Name Service (WINS) and Domain Name System
(DNS) server IP addresses. Access to these servers must be available from the trusted interface of the
XTM device and is used for: The XTM device uses the DNS server shown here to resolve names to IP
addresses for IPSec VPNs and for the spamBlocker, Gateway AV, and IPS features to operate correctly.
The WINS and DNS entries are used by DHCP clients on the trusted or optional networks, and by Mobile
VPN users to resolve DNS gueries.

Domain Name

DNS Servers 10.0.100.100 172.16.100.100
WINS Servers

More Information Back

Trusted 81T DHCP Y —/N—ZH%hZ3 %154 . Enable the DHCP server on this interface [ZFxvo%
AN, IP7RLUREEEZADLET,

Configure the trusted interface

Type an available IP address from your internal, private network to use for the trusted interface. This IP
address becomes the trusted interface address.

IP Address | 10.0.1.1 1|24

Enable the DHCP server on this interface

Starting IP | 10.0.1.100

EndingIF | 10.0.1.189

If you change the frusted interface IP address, you must use the new |P address in your browser address
bar to connect to the Fireware XTM Web Ul. For example, if you change the trusted interface IP address to

172.16.0.1, then you must use hitps:/1172.16.0.1:8080 to connect. You must also change your computer's
IP address so that it is in the new trusted network IP subnet range.

More Information Back

16



status LU admin D/ ARV —KF#EBFLET,

Create passphrases for your device

Your device has two built-in user accounts:

admin has read-write privileges.
status has read-only privileges.

Type the passphrase to use with each account.
Each passphrase must contain between 8 and 32 characters.

User name status (read-only)
Passphrase ssssssse
Confirm passphrase  ssssssss

User name admin (read-write)
Passphrase ssssssse

Confirm passphrase  ssssssss

More Information Back

TINARBZEAALES , WSM 0 WebUI TT /A R[ZHEMGELIFRICR TSNS BHITY . thDIEB HE
BITERELEY .

Add contact information for your device

Contact Information

jce when you manage multiple devices.

Device Name XTMv

Device Location | Tokyo

Contact Person

Device Feedback

Device feedback helps WatchGuard improve products and features. The feedback that your device sends
to WatchGuard includes information about how your device is used, but does not include identifying
information about your company or your company data.

Send device feedback to WatchGuard

More Information Back

17



BA LY —HFJRELET, BEATHNILOsaka, Sapporo, Tokyo | Z&EIRLET,

Set the time zone

Select the time zone for the physical location of your XTM device. The time zone setting controls the date
and time that appear in the log file and on tools such as LogViewer, WatchGuard Reports, and
WebEBlocker.

Timezone | (GMT+09:00) Osaka, Sapporo, Tokyo

More Information Back

Online Activation (39 TIZT4—F¥—F— (A LV RAF—)ZMFELTLDIDTRAFYILET,

Online Activation

Configuration is complete. If the external interface of your XTM device has a connection to the Internet, the
‘Wizard can automatically activate your device on the WatchGuard web site and download and install the
feature key that enables all features for your device. Type a friendly name to identify this device. Then, type
the account credentials you use to log in fo the WatchGuard web site.

Friendly Name
Serial Number | V1C5000000000
User Name

Password

New to WatchGuard? Click here to create an account

Skip Online Activation

More Information Back

18



Add the feature key #%:;#3iRL T Next,

Activation

‘Would you like to upload the feature key that enables all features for your device? To do this in this wizard,
you must have downloaded the feature key from your WatchGuard account to a local file after you

®) Add the feature key

More Information Back

THFALIYTIZT4—Fv—F—%BhYF(+T Next,

Add the feature key

Paste your feature key into the box below.

@ial Number: V1C502728DA89 \
License ID: V1C502728DA89 &
Name: 08-27-2014_23:32
Model: XThMv-DC
Version: 2
Feature: APP_CONTROL@May-29-2015
Feature: AUTHENTICATED_USER#0
Feature: AV@May-29-2015
Feature: BOVPN_TUNNEL#10000
Feature: FIREWARE_XTM
Feature: FW_SPEED#0
Feature: IPS@May-29-2015
Feature: LIVESECURITY@May-29-2015

Feature: MUVPN_USER#D v
Feature: RED@May-29-2015

More Information Back

19



BEDYTU—HEFENEDT, EBLT Next,

Summary

Review your configuration below.

Activation
Feature Key
External Interface
Trusted Interface
Time Zone

Successiul

Manually Applied

Using DHCP - Obtain an IF address automatically
10.0.1.1/24 - Using DHCP

(GMT+08:00) Osaka, Sapporo, Tokyo

To apply these settings, click Next

Back Next

& #IZ Setup is Complete! R RENET,

Setup is Complete!

Your device now has a basic configuration that allows outbound TCF, UDF, and ping traffic, and blocks all

unrequested external traffic.

Update your device

‘We recommend that you upgrade your device to the latest Fireware XTM OS. Check for updates at the

WatchGuard Support Center

Manage your device

The WatchGuard Web Ul lets you configure and manage your device from any browser on your network.
WatchGuard System Manager is our suite of Windows-based management tools, which gives you access
to clustering, detailed reporting, and other enterprise-level features.

Launch the Web Ul

Download WatchGuard System Manager

hitps:if<External IP Address=:8080 hitps/fiwww watchguard.comfarchivelsoftwarecenter.asp

COEEETLKE XTMV TS RIEEEBMICEHEBALNY ., FIATEDLIICRYET,

3L 15 7 LINIZ Wizard 258 T 4 LE, Summary DR—U T Next REVE9)vo 3 5E ., BFIZOS
AVEEIC)FALIREINTLEVET , TOHEE IR PYBELTIIZELY,

20



BiEsL1=5. https://<Wizard TERELT=- IP 7ELX>:8080 1274+t XL. User Name (& admin,
Passphrase (& Wizard TERELT= admin ®/XRXT—KF%#AHALT Log in LET,

210011 | ‘

e : |f_§ hittps://10.0.1.1:8080/auth/loginffrom_page S + @ Certificate error Cl

chGuard Fireware XTM

User Name

admin

Passphrase

Authentication Server
Firebox-DB [v]

A5 4 TE LLTDOELSIZ Front Panel &R RENE=SMHAREILZE T T,

: Ii@ https://10.0.1.1:3080/ dashboard/#frontpanc O ~ € Certificate error & | 210011
DASHBOARD
Front Pane Front Panel 5
Subscription Services
FireWatch
Interfaces Top Clients System
Traffic Monitor -
Gateway Wireless Controller HEE Rate - Bytes Hits Name XThv
SYSTEM STATUS 10.0.1.3 807 Kbps B s ke 7 | e XTMy-DC
Version 11.9.1.8451786
NETWORK
10.0.1.25 L2202 393 L 2 Serisl Number V1C502728DA89
LIREWALTS System Time 16:24 Asia/Tokyo
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Log Server  Disabled
VPN 10.0.1.1 763 Kbps B 118 ks [ s |
SYSTEM
206.191.171.108 15 Kbps 152 KB [ ] 1 Reboot
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74.125.235.78 8 Kbps 32 KB I 2
Last 20 Minutes
74.125.235.118 2 Kbps 39 KB [ ] 1 ! ¥
173.194.72.84 1 Kbps 6 KB | i | External Bandwidth
8.8.8.8 1 Kbps 3 KB [ 16
10.1.1.22 1 Kbps 4 KB [ 1 [ —
74.125.235.125 1 Kbps 4 KB | 1 necming
74.125.31.188 728 bps 2 KB | i |
20 minutee ago Now
Top Policies IPSec VPN
Name Rate Bytes Hits 16 Kbps
https://10.0.1.1:8080/dashboard/# #100% -
h
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@ Configurations #7%:&IRLE T

@ %A Hardware *=a1—0 Networking #2'JvoLET
® #H_ED Add Networking---&%2')voLET,

-
@ 192.168.23.128 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

ﬁ ﬁ |é} Home bﬂ'ﬂ Inventory D@ Inventory

& @

Getting Started ' Summary ' Virtual Machines ' Resource Allocation

Hardware

Health Status
Processors
Memory

® I + Networking
torage Adaplers

Network Adapters
Advanced Settings

Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings

Advanced Settings

[ [192.168.23.128 localhost.localdomain VMware ESXi, 5.5.0, 1623387 | Evaluation (60 days rep =ininnl

Performanc  [QeSHIINETl. _ocal Users & Groups | Events | Permissions
View: |wSphere Standard Switch ®
Refresf  Add Metworking... | Properties...

Networking

Standard Switch: vSwitch0
Virtual Machine Port Group
£ VM Network
VMkamel Port
[3 Management Network
vmk( : 182.168.23.128
fed0::20c:29ff:feef:5666

Remove... Properties... @

Physical Adapters

Q. BB vmnicd 1000 Full | §2

&

Recent Tasks Name. Target or Status contains: ~ I Clear %
Name Target Status | Details | Initiated by | Requested Start Ti... — ‘ Start Time | Completed Time |
|@ Tasks | |Evaluation Mode: 60 days ini root #

Add Network Wizard ABEELET,
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Virtual Machine Z3#1RL . Next,

-
() Add Network Wizard

Connection Type

MNetworking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type
Metwork Access
Connection Settings
Summary

— Connection Types

l & virtual Machine
Add a labeled network to handle virtual machine network traffic.

 vMkernel

The YMkernel TCPIP stack handles traffic for the following ESXi services: wSphere vMotion, iSCSI, NFS,
and host management.

Help |

Cancel

% Back | MNext = I

Use vSwitchO (BX7E®D vSwitch)Z:E&4RL . Next,

-
() Add Network Wizard

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type
Network Access

Connection Settings
Summary

Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
vSphere standard switch using the undaimed network adapters listed below.

L standard switch

% Use vSwitch0

ntel Corporation 82545EM Gigabit Ethernet Controller {Copper)
[7 E@ vmnico 1000 Full 192,168.23.1-192. 168.23.1

Preview:

Trusted g

VLAN ID: All (4005)

VM Netwark Q.
' mel Port
Management Network @.

vmk0 : 192,168.23.128
fedD::20c:29ff:feef:5666

»

Help |

% Back | MNext = I

Cancel
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Network Label % Trusted. VLAN ID (& All(4095)% 4R L . Next,

-
() Add Network Wizard

= —)

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Connection Type
Metwork Access
Connection Settings
Summary

—Port Group Properties

Metwork Label:

VLAN ID {Optional):

ITrushed

|A|| (4095) ~|

Preview:

Trusted
VLAN ID: All {4095)

Management Network
vmkd : 192,168.23.128
fed0::20c:29ff:feef:5666

Help |

% Back

Cancel

Finish #21vY L TETLET,

-
() Add Network Wizard

Ready to Complete

Verify that all new and modified vSphere standard switches are configured appropriately.

Connection Type
Metwork Access

Host networking will indude the following new and modified standard switches:

VLAN ID: All (4095)

Management Network
wmkd : 192.168.23.128
fed0::20c:20ff:feef:5666

Preview:
Connection Settings - . X ik -
Summary Trusted Q E@ vmnicd

Help |

% Back
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fed0::20c:29ff:feef:5666

Authentication Services
Virtual Machine Startup/Shutdown
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Health Status Networking Refresh  Add Networking... Properties...
Processors
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