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4 ,/ o WatchGuard Certificate Portal  WG-Cert-Portal Any-Trusted, Any-Optional Firebox
5 \/ @ VatchGuard Web Ul WG-Fireware-XTH-WebU| Any-Trusted, Any-Optional Firebox
(3 o Q% & Ping Ping Any-Trusted, Any-Optional Any
7 o a% - DNS DS Any-Trusted, Any-Optional Any-External
8 @ @ POP3-proxy POP3-proxy Any-Trusted Any-External
22 = sul Bieabose Mot o Toueted fomcOotional Eiesha
10 Vail~'E e Outgoing TCP-UDP Any-Trusted, Any-Optional Any-External
< >
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l'Application Control ZB#IZLET 1 OFvIZANET (D).

ZDRYS—IZ, % THER T S Application Control D793 2 EDROYTEH ) ANQ)EH HEIR
FHIEICEO>TRYS—ET I avhiftE BRIDOT TV r—2av G512V ET,

K & fUy-070/7 X

SHf: | Outgoing A&
MU= Fnszs #Hil

TCP-UDP i % ..

| ~ | |TCPASTOHEE
FEET

'ﬁ‘\ Any-Trusted

'ﬂ: Any-Opticnal

iEH0... RE HilEs
CEER
’ﬁ Any-External

E1=h I WE (=13
|:| Route outbound traffic using | SO-WAN Basad Rouling (Fireware OS5 ¥12.3 or higher)

e B
SO-WAN Action |

Y B

Application Control ZBHMICL X T - ] Global L
' . Geolocation TEMET 2 Global W

Meomtiuo-npsEEMIZLET

t@ '\@
o

HiEE e BE 2 - 2 EFMET D (Freware 05 v11.10 LI )

FOFUTFIUSY w R

* otk AT

Outgoing RJ < — &4+ 2D (. Application Control D#EEEA T O RL(R—EE)ICBEREL 258
BEMRILTI T r—Sav B HRIL. ST 505 TT,

EnZoraiLhEELTLNIE, ZD4EDRIL—T Application Control B %13 52EHTEFE
ER

#5(Z Outgoing &Y B LEIICERSN TSR —DH L. ZDRY—TH Application Control 4
BT EIRENHYET,

TIZXZEMEIZ Application Control D7 73 ZEBLTHELELS,
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T7ANEEY—EXEZFHMET S
T7AIVERE S —E RIFEFTTH, [FRBADNZDENBIRIEHYET .

COETI. 77MIIVEEEY—ERERBIZL, LOLEZEDIT71ILOY EYIZ Dropbox ZESELVS
CEITRY, ENEITEHE T AT —REREL. RELET .

R)O—IR—TvDA=a— EFalTsH—EX — Application Control %9')vHoLET,

B C¥Users¥tsuto¥Documents¥My WatchGuard¥configs¥T50-W-MAY29.xml- Fireware Policy Manager ~ O X
774 W%k ®TF EvbTvT FvbFD-2 FireCluster VP U= Sipe
EHBH|V+X|’;’£k|ﬁJ.| Application Control..
—
F7 47971k Mobile VPN with IPSec Akl iDlocker=:
Ry bRy gl
212 RL v ¥
Data Loss Prevention... . hut v ?
8% - | rovay | HUY-% | Dnswatch. EfET EiEE
1 O &l & FTP-proxy . FTP-pra Gateway AntiVirus > Any-Optional Any-External
2 > 4 $ HTTP-Incomming HTTP Any-Trusted
3 Q & HTTPS-Incomming HTTPS-| Geolocation... Any-Trusted
4 4 e WatchGuard Certificate Portal  WG-Cel Intrusion Prevention Any-Optional Firebox
S / @ WatchGuard Web Ul WG-Fir¢ Any-Optional Firebox
: IE;
6 vV &EY & Ping Ping it Any-Optional Any
7 v SIEY = DNS DNS Quarantine Server... Any-Optional Any-External
8 9 @ Pop3-proxy POP3-p Reputation Enabled Defense... Any-External
9 / ) @& WatchGuard WG-Fir¢ Any-Optional Firebox
10 v SIEY %% outgoing TcPUp| ~ SpamBlocker > | Any-Optional Any-External
Threat Protection...
< ! WebBlocker > 2
: : Fireware OS v12.4.0

T A D—EBEENREET BMIEI)VILT, 7ooavEERLELES,

B Application Control 7733 x

A FAUS-vau A1) 30— T
Global Crypto Admin Bypass Pr... DNS, FTP-proxy, Qutgoi... g
W
Bl

BE-Vav4ess0 | H-r-oEm. |
CEevel || ALT
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CCTEEI7ANHEEY—ERTRTHAHRRICEYET DT, ATIVRIDORTRICUIVEZFET,

ﬁ ¥1#% Application Control 79733V X
&Wi: | AppControl.1

EHER:

@ FTNTOHFF -3 uEET

O EE AT Uy —2avndESET AFJU: FAT | R

nF3 FIUs-vay Bit [ravay ]

Business tools Aspera FASP Transfer "~

Business tools Citrix Authority, Access

Busingss tools Directi Access

Business tools Docker Access

Business tools Eastmoney Authority, Access

Business tools IBM HTTP Access

Business tools Microsoft Office Access

Business tools Microsoft Office 2013 license Access

Business tools Microsoft Office 365 Authority

Business tools Microsoft 05 license Access

Business tools Microsoft Remote Web Workplace Access

Businzss tools Mizrosoft Store Access

Business tools Radacct RADIUS Access

Business tools Skype for Business Access

Business tools WatchGuard Authentication Ac... Access

Business tools WatchGuard CLI Access

Business tools WatchGuard external Webblock... Access

Business tools WatchGuard Security Event Pro... Access

Business tools WatchGuard Web Management Ul Access

Business tools ‘WatchGuard Webblocker datab... Access

\AtatehiGiard AISH K ment__Access o
BF JURITER .. TRz IREGIITETS iR
FIUS=2avhi—-gLangs: Jo-nsiRPi2avEEl v
Lasven || anz

$531) T File Sharing services and tools ZFxvZL. YIEZ:&IRLET,

B h7IUBITER *
FFUS—2a3ROFIayiihzIVoFIyavic@EshId.

[] Business tools i [] patabase tools kR

[[] Email messaging services t‘]liﬁ File sh t‘]&ﬁ e

[] instant messengers | kR [ investment platforms | kR

[] Management tools and protocols | 41k [] Media streaming services HkR

] Network Protocolz(1) ki [] Network Protocols(2) kR

[] Network Protocolz(3) ke [] online games | kR

[] Peer-to-peer networks ik [ Private protocols. t‘]liﬁ

[] Remote access terminals kR [ security update tools R

[] social networks kR [] Tunneling and proxy services kR

[ volP services t‘]liﬁ [] web instant messengers ]t

[] web services Rl

wxven || iy

OKZJyILT. #HMT7 I/ avmEMEREICRYEY .
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BREHDTITVr—2avDHERT &0V ITHE T7ANEEY—ERBEDTT) r—avy
NTHURIZGE> TSI ENFEERTEE T,

ZHIET I a3V ORBERHTHhMYPTVEDITHREL TLESL, STl TFileTransferCtrl 1L E
ERR

B =732 Application Control 775/3/ *
EHi FireSharingCtri

EHER:
[ Nl il e B I WY
@ EEFITIUT -2 a Db ERET AFIU:  THT we | R
H=TU [77us-vay ot FHYaY

File sharing services and tools 0z=z0 Authority, Access Wi b= JUA
File sharing services and tools BIZHARD Authority, Access W (b= JUA
File sharing services and tools Box Authority, Transfer, Access HEF (0= TR
File sharing services and tools DBank Authority, Access M (h = JUR
File sharing services and tools Dropbox Authority, Access MR (h > TR
File sharing services and tools FTP Applications Authority, Communicate, T... H1EF (= J U5
File sharing services and tools GetRight Transfer MR (H > TR
File sharing services and tools Google Drive Access R (> IR
File sharing services and tools iCloud Authority, Transfer, Access HIEF (b= J 15D
File sharing services and tools Kuaipan Authority KR (5 JUAR
File sharing services and tools Mediafire Authority, Access KR (B 5 JUAR
File sharing services and tools MEGA Access R (B 5 T UER
File sharing services and tools Naver Cloud Authority, Transfer, Accezs HIEF (b= J R
File sharing =ervices and tools HextCloud Access KR (H = TR
File sharing services and tools HFS Access KR (b5 TR
File sharing services and tools QneDrive Authority, Access MR (b= IR
File sharing =services and tools Sugarsync Authority, Access WER (b= IR
File sharing services and tools TeamBeam Access MR (h=J IR
File sharing services and tools UPlusBox Authority, Access WEr (b= JURD
File sharing services and tools WD My Cloud Access Mer (h = JUERD
File sharing services and tools Web File Transfer Transfer MEr (h=JURD
File sharing services and tools Wetransfer Authority, Transfer, Access YT A= J LRI

N5 TURTER FluanEglzs s | | #WE

TAVT-Davhi-BLALEE: JO-STF0V a3 ERR ~

Tl&. Dropbox 2 IF{ERARIEEIZLEL &S, Dropbox Z4 T )LD wo L., HEREEEREET,
[T ARTCODEMEIZT VLAV ERTET DIUFvIE AN, SFAEEIRLET,

B Application Control B8 >

PINIr—3%  Dropbox

Bh>1dU  File sharing =ervices and tools

@ T TmIEICF I 3 ERTE T el &
O FwTolEEOSEICFI g v ERETD

Authority ki

ACcess Nk
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COEBETIIEICHENOFIELAEET. B ET 7707 yTO—RIFEIEL, ZIFERY (ForO0—F)
DHHFRT HIEVS-BEELTEET,

Authority 2RI 3 5E74 7LD 7y TO—LMNAIBEIZHE>TLEVWET O THIM, ZLTHF Yo O0—FRIl&
AIBEIZ T B1=8 . Access ZEFRIDERTEIZLE T,

B, Application Control B8 x

FFNI— 3  Drophox

AU File sharing services and tools
(TR TOBEIZFIa v ERFETS el
@ TATOREQBEICFIL I ERETS

Authority M v

Access i {w

COFIITREICISLT, EHMALEHEZE T HEMNFIRETT

FTRTOKTHRIFTT. RUP—TR—CrDEEICEYET,
T3> M HZ L2 Application Control BB NG ST=CEERT 7AAVHBRRINTULET,
ZMIREET Outgoing RUL—ZEF T LY )L TRZEET,

B C¥Users¥tsuto¥Documents¥My WatchGuard¥configs¥T50-W-MAY23.xml *- Fireware Policy Manager - O X
FrAll WE FT EubTFeF Fwb7-49 FireCuster VBN £ aUF a8 -EZ A7
Sl |V+ X FER|OASA|TEN DL T

FrATIA =M Mobile VPN with IPSec

‘ 2 bl v| T
BE - | ravav | HU-5 e BET iR

1 @ E! & FTP-proxy FTP-proxy Any-Trusted, Any-Optional Any-External

2 v & HTTP-Incomming HTTP Any-External Any-Trusted

3 @ & HTTPS-Incomming HTTPS-proxy Any-Trusted Any-Trusted

4 v o WatchGuard Certificate Portal  WG-Cert-Portal Any-Trusted, Any-Optional Firebox

5 v @ VatchGuard Web Ul WG-Fireware-XTH-WebU| Any-Trusted, Any-Optional Firebox

6 W ) EE \‘f:" Ping Ping Any-Trusted, Any-Optienal Any

7 « aIZH - DNS DS Any-Trusted, Any-Optional Any-External

] @ @ POP3-proxy POP3-proxy Any-Trusted Any-External

9 v @ WatchGuard WiG-Firebox-K gmt Any-Trusted, Any-Optional Firebox

10 e Outgoing TCP-UDP Any-Trusted, Any-Optional Any-External

< >
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Application Control #EIZLET OFzvIDEDRAYTHA IV RANT, KIZEERLI=TIL a0 %
BEIRLET,

K /€ RVy-070/(F1 X
&W: | Outgoing Man
RUY- Fns5+ #iB
TCP-UDP it & ...
Hl v | |TCPRSTO:E(E
(ST

4 Any-Trusted
4 Any-Optional

3890 Wk HlP%
rEEE
ﬁ Any-External
3890 k.. U153
E] Route outbound traffic using | SD-WAN Based Routing (Fireware OS v12.3 or higher)
SD-WAN Action ¥ B
[ Application Control #&#IZL 23 : | FireSharingCtrl v| B P
[ Geolocation EEMILT e —— N
FireSharin
Mzofuy-opsEEMIZLET [ 2 ]
#iatE L83 D — REFMIET S (Fireware 0S v11.10 LUEE)
TREY POV aY B
e vl AT

[OK]THR I+ TR —<r—T (TR S & Outgoing 7R —d App Control DFIITERLI-T7 234
DPRIRINTVET , CORBTHRELZRET DL T7MILEREY —E R T HHIHNEELET,

B, C¥Users¥tsuto¥Documents¥My WatchGuard¥configs¥T50-W-MAY29.xm| *- Fireware Policy Manager — [m] x
FrAll % BT Ly bFeF AwbT7-9 FieCuster VBN EFallzq4-E2 A7
EHEH|V+X 2L BALP BEHDELT
FrATea=Ii | Nobie VPN with IPSec
ERST-HE N v| PV
B | Trvayv | RUL =& HU4— OEHE R | RiEk = b | por | so-wan | apecontrol
1 [~ & FrP_proxy FTP-proxy Any-Trusted, Any-Optional Any-Extsrnal tep:21 Global
2 w4 § HTTP-Incomming HTTP Any-External Any-Trusted tep:80 €L
3 7] @ HTTPS-Incomming HTTPS-proxy Any-Trusted Any-Trusted tcpra43 HL
4 w4 e WatchGuard Certificate Portal  WG-Cert-Portal Any-Trusted, Any-Optional Firebox top:4126 oL
5 vy @ \WatchGuard Web Ul WG-Fireware-XTH-Webl| Any-Trusted, Any-Optional Firebox ep:B080 HL
5 v BEH & Ping Ping Any-Trusted, Any-Optional Any icmp (type: 8, code: 255) Global
7 v BIEH < NS NS Any-Trusted, Any-Optional Any-External 1cp:53 udp:53 Global
2 7] @ PoP-proxy POP3-proxy Any-Trusted Any-External 1ep:110 tep:995 (tis) A
£] v @ \WatchGuard WG-Firsbox-Mgmt Any-Trusted, Any-Optional Firsbox epra105 tep4117 iop118 L
i v EEH R ougong TCPUDP AnyTrusted, Any-Optional____[Any-External top:0 (Any) udp:d (Any) FireSharingCir
< >
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B{EFEZRTI , OneDrive TIX7y7A—KTEFEH A

= | App Control - o x

0
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c
I

OneDrive - Personal » App Control w

— CSP_Release N
otes 12 3. 1.C5
P1.pdf

A7 ZBNET7MIVEREE DL TOSIERNTMET,

Firebox System Manager - 10.0.1.1 (& Ea#] - m] X
Iril EF Y-l ALT
0 |G| il | B
FOck ML SR BDR MBS H-EA treF AF-HR Lf-b EEUAL FOoBENEMAL EETM-ER F-bod DfVLA Dub0-3 SD-WAN RSOcofEE 3 -H-a-h
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TRDFSIERDE. T7MIVEETHAERMLTIAVILTWNSENERTEET,
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Dropbox TlXE&E THAILI=D T, Z7/ILDT7YTA—KNTETLET,

Dropbox » Documents

z
=

WSMEAREREH (Fv2.docx Pt

WEMBFREREH 1 Fvadooc By 0 —FLE LI - 5505 T
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APT Blocker

SH. YAN—REBIFITEFITRHETHWIIL-THEY . BEDHBOBEROCEELZH->TITHAHON LK
BIEMNRERELFENTOET . KBAELEHTHY . REICHEDLNDIVAIL RO I 7HEY
DHEENFELET . KBENEEBHATERANDILDTHLIELB LA BYER A ZILEFHRERIC
X9 HT=IZ, APT Blocker [FIEE IRV 1—23a0TT,

APT Blocker O H#11t
Policy Manager M A=a1— #Fa!/)7+H#—EX — APT Blocker &9')vILET,

B, C:¥Users¥tsuto¥Documents¥My WatchGuard¥configs¥T50-W-MAY29.xml- Fireware Policy Manager = a X

274l ®BE T €vbPv7 FubDO-2 FireCuster VPN £FalUFs8-ER AT
EABH|VHX|[FER|BH&S :

2747921 Mobile VPN with PSec APT Blocker...

Ry bFo L. I
< 2R &L vl P ¥
Data Loss Prevention...

5/ | 7ovay | HUY-F ONSWatch... EfET 1% [
‘1 O D = FTP-proxy FTP-prg Gateway AntiVirus > Any-Optional Any-External )
12 v L HTTP-Incomming HTTP Any-Trusted t
3 Q & HTTPS-Incomming HTTPS- Geolocation... Any-Trusted t
4 v “we WatchGuard Certificate Portal  WG-Cel Intrusion Prevention Any-Optional Firebox t
s >3 @ WatchGuard Web Ul WG-Fir¢ Any-Optional Firebox i
| =
6 v SEE ) Ping Ping ARl e Any-Optional Any i
|7 v GIEE « DNS DNS Quarantine Server.. Any-Optional Any-External t
8 9 @ PoP3-proxy POP3-p Reputation Enabled Defense... Any-External Y
|9 v 4 @ WatchGuard WG-Fir¢ Any-Optional Firebox t
110 v S1E e Outgoing TCP-UD| spamBlocker > | Any-Optional Any-External t

Threat Protection...
WebBlocker >
< >
Fireware OS v12.4.1

£9. APT Blocker DF®LICFzvIEFANTT,

$HETL—TFIRLTCW=BEEMNTITATIEED T, BRLANIVICIEL7 723V aREL TS
W BEICIELTART ETS—LDFIVIZANET,

KL APT Blocker X

AFT Blocker DE ML ]

BETIY3Y flw— =

I ROBFITIE, BELALHESSUH
: : DB EISEEEYIGT 5T/ avIC

LTLWEFEY,

F- UIMOICAOJZH AT HES
[SFIVIZEANTVEY,

AW

@The log setting of Clean is for Fireware OS v11.11 and higher.

ABH MR E B0 HL

File Exceptions.

et AT
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R —~DEA
EDR) S —T APT Blocker ZE T B (L. KU — AT THRETEET,
TIHILETIE, TRTORY O —TEHUILEO TR ENERTEET,

B APT Blocker =5

Iﬂ'.ﬁ?ﬁ‘*}' 3 -|F'?J‘P‘ ||Advancaﬁi

T g 0ER

-5 |7o%omE ((aer
HTTP-proxy HTTP =
POP3-proxy POP3 b3
SMTP-proxy SMTP W

CDAF‘T Blocker If. Gateway Antivirus MEMIZHE - TLiaH
Dsar—ZmadEMICTSIENTELT.

EFMERE iEED AL L

[ ook [ Feven [ Az

RUL—IZERT B BRLEWR)O—ZERL. ALDOT I a0 DFR FOYTFTIU) AN
I B IZEIIVILET,

B APT Blocker !

[¥] APT Blocker mB L

Favay TIER -

H - B L
HTTP-proxy TTP ki

T prony oFa R
SMTP-proxy SMTP =

@AF‘T Blocker I4. Gateway &ntivirus BiERIZH TSR
a—|ZhmadFMICTSIEHTEET.

11241 TEBLMLOITRTERILGOTVET . COBFITIEIT N TEML>TULET,
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% ZO—EBIZRTRSNTUWEWRY S —I(E, Proxy R —hAERR SN TULVELAY, Proxy 7R —H
$HoTH Gateway AntiVirus BERZH>TOWFERHA . BEZREZREL TSN

BRIDOR)—THIELT=5., OKRE2%E51)y4 L., Policy Manager TEREFREFELTEELY,

B APT Blocker *

APT Blocker M 1L
BETHLay BUD— e

T g OER

- 04 2 miEdE APT
FTP-proxy FTP & =il
HTTP-prowy HTTP 5

(i APT Blocker [3. Gateway AntiVius SEMICHE 2 TL AR Y- ICOAEMIZT B EMTHT.

EEHIMETE il AL

File Exceptions...

HEERIFTHE. APT Blocker WNERIIZEYET,
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BHE 1—HF—(25—T14R

Firebox &Y 5= DA 3—T1( XL 3 BEHYFE T EEEDAHIZIL, FREEB ITHIRI<E
BY—)LHFEERLI- WSM ZHELTLET,

LAL. R4&HI7E WebUI & CLI 8 A TLVET,

CHDETIECLIDFEWAZREERLET , WebUI [TDUWTIE. Blli&k WebULl T/ FEZE LM ZELER
WEF A, STTIE WebUI AR TN TLVEL Tips SEFIGEWNAESBNALET,

CLI
CLI TIEA—3IFILYIrTRTAUE TNTNDE—FIZAY, BEFBROIMBOEBRENTEE

ER
l login

Main
Command Mode

configure
\4
Configuration
Command Mode
policy interface
\ 4 \ 4
Policy Interface
Command Mode Command Mode

RICEBA A, RETEEMHLET
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ELr s
TeraTerm, putty 72 &,
e UFILy—JIIL

—IFILYILEUTDRETHER T HENTEET,

B E

Port )T IILR—(GEE X COM1)
Baud Rate 115200

Date Bits 8

Stop Bits 1

Parity No

Flow Control None

@

Host Firebox @ Trusted #7=I& Optional ® IP 7KL X
TCP Port 4118

Service SSH(Version SSH2)

Protocol IPv4




BRERELY . B—3F)LYTFTFirebox M IP PRLRER—IES 4118 ZIEELTIESKELET .

Tera Term: LSS m
@ Topsp| HRRT: 10011 -
W2k o) D) 4116
B2 © Teet TCRH —k#(P):

® 55H SSH! —/3(V)
- RO FORLIC): [UNSPEC +

DT H—HE)

ok | Fevmn] ozl

aA—H 4L admin, NRTIL—XIFEB/NNRTL—XTATAULET,

B A 100,11
SEETWAETT.
I—1EM:  admin
HADL-ZE 09088
VAT —FFAT ISR T 20
[Cl =iz o HEmEdai0)

@ FLAL T RAEEIL

(7 BSA/DS AFRH{ES i

rhoste(55H DHE{FES
F A

(0 Fp Lo Lo AR FE D — R — P L a2 T 4 TN

171 Pageant®{ES

[ok | [EsmD |
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AT A FHLETAVTIIRREINET,

WG# ARRSNF-AMATURE—RELRYET,

E 10.0.1.1:4118 - Tera Term VT
IrAIE EBEE FES IROI0O DrFaW ~JLTH)

-— WatchGuard Firebox Operating System Software.

-— Fireware HTM Version 11.8.4.B451833

-- Support: hitps://www watchguard.com/su

—— Copyright (C) 1996-2014 WatchGuard Technologies Inc.

A5 42 LTUWARE EEbEIEAMNAY . fhDimERM D CLLI DALY A% WebUI DOS AU MNTELELA
BOTEELTLESLY,
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& E FIE
TIFEEFELT. 123—Tx2A4RX 1 D DHCP H—/N\—%EHT 57 —RERTAHFELLD,

configure <> F T Configuration Command Mode [CAYZET,

WG#configure

TOVIMAEDYET,

WG(config)#

A B—DIAREHRTET HEE . Interface Command Mode [CABLEHNHBD T interface AT K%
ABLFET  interface [THEWTAR—XFA AL, RIZfAZAALTIUOID D HISEWNEEIXI? 1A SL
*9,

WG(config)#interface ?
FastEthernet FastEthernet IEEE 802.3

A—H Ry R—rERELI=L\D T FastEthernet Z A H T IELNZERTMYET,

AVURIEEPETAALTTAB F—Z I & M I RN BIEET,

WG(config)#interface F<tab>
WG(config)#interface FastEthernet

I A—%—%#9 &% Incomplete command. &R RSN FELT=,

WG(config)#interface FastEthernet

% Incomplete command.

NEFFEEZADLGTNEGESLEONTA—IDNHEHENIEKRTT ,

interface FastEthernet [Z#E(TT?ZANTDE AVF—TIARBEEZANTHIVLENRH B
ERDMYET,
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WG(config)#interface FastEthernet ?

<int> FastEthernet interface number <0-5>

WG(config)#interface FastEthernet 1

AB—TIA R 1 EHELTLILTIVUA—FLETS,
35700 TRAZEHY . Interface Command Mode [ZAST=CEMAMYET,
PEANTBEAVI—TIARERETH-HODATRF—ELRBTE=ET,

WG(config/if-fel)#?
Trusted interface configuration commands:
dhcp Dynamic host configuration protocol
enable Enable/Disable current physical interface
exit Exit from interface configuration mode
help Description of the interactive help system
history Display the command history list with line numbers
ip Internet protocol
link-speed Link operation speed property
mac-access-control Restrict access by MAC address
mac-ip-binding Static MAC/IP binding in arp table
mtu Set the interface maximum transmission unit (MTU)
name Name of the entity
no Negate a command or set its defaults

qos Quality of service, be sure to enable settings by the command global-
setting

secondary Secondary ip address

show Show running system information

type Network interface type
v6 Configure the ipv6 interface

DHCP +—/\—% MM T 5I21E dhep ITURBER BT EMBBYET,
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ZNTIE dhep DHEIZAR—RE? ZANEDS, INTA—FBEHEELDD, RELTHEET,

WG(config/if-fel)#dhcp server ?
<int> Lease time, in hour <1-596523>
dns-server  Dns server

domain Domain name e.g. foo.com

reservation Reservation name, e.g. a host name
start-addr  Start ip address
wins Specific the wins server's ip address

WG(config/if-fel)#dhcp server start
WG(config/if-fel)#dhcp server start-addr 10.0.1.100 ?
<ipaddr> End ip address <A.B.C.D>

WG(config/if-fel)#dhcp server start-addr 10.0.1.100 10.0.1.199 ?
<cr> Carriage return
<int> Lease time, in hour <1-596523>
dns-server  Dns server
domain Domain name e.g. foo.com
reservation Reservation name, e.g. a host name
start-addr  Start ip address
wins Specific the wins server's ip address

WG(config/if-fel)#dhcp server start-addr 10.0.1.100 10.0.1.199
WG(config/if-fel)#

ELC&LSIZDNS —/N\—3EELET

WG(config/if-fel)#dhcp server dns
WG(config/if-fel)#dhcp server dns-server ?
<ipaddr> Dns server <A.B.C.D>

WG(config/if-fel)#dhcp server dns-server 8.8.8.8
WG(config/if-fel)#

IRVRHET AL, TAVTMIRBEITTY . SEL. TNABIRMEGSD RIZTEREIZELY,

EQEhﬁﬁﬂiéh—c('\é:&j&ﬂ—su:/_7*_:)*'75\66E§EL—CH—C<T53L\O

60



CLIZ# T I HICF. exit AV R TRHE—FZIRITTRTEEFT,

WG(config/if-fel)#exit

WG(config)#exit

WG#exit

CLI [I2DW\TD LY M 1EHR (X WatchGuard(US)DH A LY BEZENTEET,

http://www.watchguard.com/help/documentation/xtm.asp (:E)

ZDR—|ZHBCommand Line Interface ReferencelD 2o s, i/ A—2a> @ CLI Y7L R
=SHRTEET,
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WebUI

WebUI [ZDULVTDFELLMERIE BRI WebUI A+ 12 ZBLZELY,
CCTIE WebUI TO##E A A& WebUL 774 FICIEERE SN TUVRUMERIGHEREOE LA DLNTHRER

LET,

EL 7

https://Firebox @ IP 7KL X:8080 THE#HELET,

= ‘ B EEEIs- -3 X | + v~

< =-> 0O @

https://10.0.1.1:8080/

XL TAAEAZDEENHFET A, [FEHI—TWeb R—OABBI1ZI)vILTHAEERITLET,

< 2> O m

= ‘ 8 sEHEE15— -3 X ‘ e N

/10.0.1.1:8080

DY MIRETRHYEEA

NI - —FEEDELTLED, H—
N—CEEENET—9FEFWMEOELTNS
AgENrH0ET. oA FEITCICALTL
EEL

B AS-k K=Y

2

=

HEND PC ([T Web B FDtZFaUT 3T
BHEREELEEA.

Web U b7+ UF s iHRE R A &A%
ZRLLIDELTING Web U1 RERRDZET.

IS5— O3—F: DLG_FLAGS_INVALID CA
DLG_FLAGS_SEC_CERT_CN_INVALID

Web A-JNEE) ]3%15*;)
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AT AVIERT—RR/INRTL—X (status)., R/ ARATL—X(admin)DELLTELAIRETT

f=1=. admin TAT 13 HEHMFIEA M MY | #bdD WebUI @ admin 0% 124 CLI Mo TE4K
BYEY, £l WSM TEKRLTL S I5MT7 U oL R EDRENTELGLELEDTEREL TS,

User Name

admin

Passphrase

Authentication Server
Firebox-DB v|

AT A3 L5 v aR—RARREN, HfELT- Firebox DIKEDH T —NRRENEFT,

B & | = Fireware Web Ul (TS0-W X ‘ + — O X

< - 0 A TERAEIF- hitpsy//10.0.1.1:8080/dashboard/#frontpanel e S T

@§ch6uard Fireware Web U| 21— — - admin ® ®
o

FO k)L

P TOSAT ok gsit8s | SATA

T50-W-KAMIYACHO-
JUNE2Z
EFIb TS0-W

KAk

12.4.1.859541
TOAFOZASGEIAZ
09:51 Asla/Tokyo
2019-07-03

4 days 18:16

Dimension =
WatchGuard Cloud

AF—52, =

EROBEA=Z21—DB, AV F—TIAROR) D —DERENTEET,
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Fireware D7y 745 L—K /&9 45 1L—K
WebUI TlX77—LDz7 DT VI L—KREEINS, IN—230 7y FE6PANDE. 905 L—FKE
TEBESIHH>TWET(UEL 7O =)y MREEIZHEYET),

HoM L WebUl ADT77—Lox7(exe B TIELEL zip BRXDEDERB)ERELTEEEY,
Software Download D ~RX— (24, Fireware 12.4 Update 2 Sysa-dl for OS updates from the Web UL
EWVSEMTH I A—RTESLIITHO>TLET,

Fireware 12.4 Update 2
Released 04/29/2019 - SHA1 809b29cee477¢8532b1f7b74¢c8dfb60c6cf40979

(Eireware 12.4 Update 2 Sysa-dl for OS updates from the Web Ul]}
Released 04/29/2019 - SHA1 0cf88e3f13e3df369dc20b41005¢ce7cbe7c76¢16

WebUI EfIA=2—D SXF4 — FvITL—F0S V)9 ILET,
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= ‘ 1 Fireware Web Ul (T50-W X | 4+ 7

< -2 O @ A FEBAEIF- httpsy//10.0.1.1:8080/system/upgrade Tr = 7 @&
@'a‘tchGuard Fireware Web Ul 9—F— - admin @ @
oS OFw T —
FiT/(—3>:124.1 (Build 595401) EEDDEES

O warchguard.com I'SEBFTw THL— FE450— FELUI VA F—ILTS

\’E""
W 7 T L— |
® FuTHL—R IJraLdanEy
=S
057 ,,{7/ h,ﬁfr,,tﬁ”j/_—hgéh_.; micEELE
EXE PP EZZEFLTOYEa—%IC0S PuTHL—F IrAilEL2A
b—ILTEHN ZP JPILD S I POl ERBULET.
A LA —TEETITSE. TJFAECoicEEsnEY:

32-bit Windows - Program Files\Common
Files\WatchGuard\resourcesiFirewareXTM\
64-bit Windows - Program Files (x86)\Common
Files\WatchGuard\resources\FirewareXTM\

The OS5 upgrade files appear as either:
T30 _T50.sysa-dl
» *wgpkg-dl (O —72 BTy —329)

.

T741ILDIFEIRT [Browse...] REVEH)vHILET,
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HoMLHRABELTEWNV=07—LVITDI7AIEEELET .

.
{2 Choose File to Upload w
@Q-| » XTM25-6 » stm_xtm2a611.0 chst 5 11.0 o]

=y 0 @

Name Date modified Type

Organize « Mew folder

-

- Favorites
B Desktop | || xtm2_a6.sysa-dl 2014/05/07 16:15 SY¥SA-DL File
@ Downloads

£ Recent Places

mn

A Libraries
:ﬂ Documents
.J? Music
| Pictures L8

E Videos

1 Computer |4 iR l

File nome: xtm2_s6.sysa-cl v [AFles ) -]

[ Open ][ Cancel ]

[7YTTL—R] 29VvILFET,

B & ‘ 3 Fireware Web Ul (T50-W X | 4+ _ O

& = 0O m A SEEAETIS— https//10.0.1.1:8080/system/uf

®5ch6uard Fireware Web Ul 31— —: admin ® ®

oS 7P w AL — K

RAT/N—3 22 12.4.1 (Build 535401) EEEPDES4

QO watchguard com ASEREFPY TH L — FESFO2O0— EBEUC2AR—ILTS

ras
\i

osx /-’g-\/ |\ .‘-"_""fz ft'g/./-—_ t‘?%'::; 2

FLTIE—FIC0s FuTdll—F I7-(LEA A
IS 77 R LET .

JFPAIRCClcREsnEd:
diresourcesiFirewareXThW\

s - Program Files (x86)\Common
Files Wa chGuard\resourcesiFirewaraXTh\

The OS5 upgrade files appear as either:
+ T30_T50.sysa-di
- *wgpkg-dl (OZR—22 b/ lwdr—2)
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RAUDTYTTL—Re. LD TLIEFEET,

® 7yIT5L—R I7UHSDET
C:\Users\tsuto\Desktop\T30 £:83 . 7w IJL— KA.
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T 7 L—FDI5E | Firebox WIISHMHEREITEEE ., BEENRTINET M, Yes TEAFT .

AA=THRTvTO—RENBE, BEBMNMEENET DT, [Yes]zVvILET,

AP FO-FENELL T EBRST L EENDUET. BRSLETNY

= -

RJAVERICEYES,

@gcchGuard'

1-H5-%

admin

25—/ (—

Firebox-DB v

Firebox WBEEEEISNTz5. BEQJ 1L, BIMEEHEREL TS,

B9 L—R DB A X, Quick Setup Wizard #EHEL T &Y,
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AVI4TI7ANDRFELR—IR TR

WSM THNIL, A2 T4 T 1FR) =R —D v DI I7 A ILELTREFITREL, RET7MIVEREFTE
F9 . LHL WebUI DIFEESTNIELNTLEIA,

EIAZa— X746 — ERIFAIN ED)VILET,
'Download the Configuration File 1D 9% 009 5& BREIT7AILHIRIGETEET,

= ‘ [ Fireware Web UI (T50-W X ‘ + _ O w

<~ - D ot A EEBASETF— hittps://10.0.1.1:8080/system/configuratior hrd e £ =
- _ )

@atchGuard Fireware Web Ul et @ @

BRI 7 (1L

L pad the Configuration File
T C D oL harie g P T UIEE T 4 —7w b (g2) TH. Policy Manager T
BRI I 7ML EZEICEEL TS,

&5

REEREREELTRELEY,
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EEEHITRE X

1+ & > pC > HyuO-F v O | Fou

=2 > HLLWTALS- E~ @
WoATIII A
& 5yv0-¢
W FATh T
& Feaavk
& EoFv
B 57
D 3-3ws
i O-TIL F4R7 (C

& #hT-7

By 1A N T 50-W-KAMIYACHO- JUNE28, xml. gz v |
TP VOERD: |GZ T74 Ik (".02) v|

~ Tl I-03ER | wvkl |

gzip X THREFSNDD T, MELIAERVIFTRYELET,
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WebUI Tl, av 745 DEHO—RE1FTHL, AV 749 MY O T OLR— R R TEIETHIE
M E[EETY ., [Firebox Configuration Report]) > 9% 91w LET,

B & ‘ 3 Fireware Web Ul (T50-W X | 4+

= = 0y A SFEAETF— hitpsy/10.0.1,1:8080/system/configuratior

@'ﬁchﬁuard Fireware Web Ul L @ ®

SUtoRiy Ty T JOvh—HEiEEnTOET. U RS
Fireware Web Ul EENL TLIZE0

oAU LO—- RFENEIFAIUEER I+ —<w b (ge) TF. Policy Manager T
BE<Elc I 7-rLERECEE LT IS,

Firebox MR J 7 -7 )L ESHEL DT L
3 CoUAERLWT

FyTEHATBEDICRYT

RyT7vTTOvA—DEN TV =5,
S C HETALSICRELEY
=5

=ICEFA] X

Microsoft Edge (3. 10.0.1.1 As@iy T 7y & I097 LELE.

ABETLR—IARTENES , REDBEEA. PDF Y IMNEETRERF 1AV ML TRET HGE

N

DRARTHEFEVWEETEY,
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® &| 5 zaox-y <[+ v =

& s A O #FEEH Web TELAEAR m+ * 2 @
Firebox BEEL-R—
[ED& ]

Bix Firebox L HR—
B EF)L: T50W

11 A5 —TJ1

A B 7/3/2019

12 ARP T 1)

13 USH7H0 121

e

VAN 1. Fy ho—2

1-6 Loopback

e 11 429—TxAR
1-8 SD-WAN
1.9 1)~ — T O—LtERk
H? NP&DNS B~ T T A ATV N~ 25 T K.
IEM AH—TIAA | B | B (TCUPRA) | IPvdFPELZ | IPv6 7KL | 38
= 0 Extemal | Extemnal DHCP Auto
Mm T 1 Trusted | Trusted 10011724
Routing 2 i Optional-1 0.0.0.0/24
112 T—bT 3 EH | Optional-2 0.0.0.0124
A AT :
o T = 4 iy Optional-3 0.0.0.0/24
116 =5 5 i) Optional-4 0.0.0.0/24
147 275 6 iy | Optional-5 0.0.0.0/24
2 b & Td e
G 2 | 2l
—JL A= — DNSH—J— | 2L
2-2 Firewall S
Puolicies Details WINSH—Jt et

2-3 Mobile VPN 5
JH >

Copyright © 2012-2015 WatchGuard Technologies, Inc. All Rights Reserved.
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VA7 MDD UL HRETAX

COETEEBREMITDAR—TIARTIEGL IFAT UMV IT TSV TRAEZLILGHERE
ADHAZRARIZDNWTIN THEET,

WebBlocker. Gateway Anti-Virus. RED 7% E THEB SN RICR RTINS X1 TIZEEHFD AVvE—T &
TIHINTEEIZEOTUWET , TDEER—CDTUTL—MERY O —R—T v D HTTP-proxy 7R
) —DTaNTAIZHYET, £9 HTTP-proxy R —ZREFET,

B C¥Users¥tzuto¥Documents¥My WatchGuard¥configs¥T50-W-KAMIYACHO-JUNE28.xml- Firewars Policy Manager — O x
Zrall W% £T EwbFoed FwbF27-4 FireCuster VBN £EFallFa«8-E2 ~7F
e K B : =N
EHEE|V+X(PELR(DBAZA|DER(E L ?
FrAF2A =Ml Mobile VPN with PSec
=B E-EED ~| P T
g | ravay | HUv -5 U - 0@ | RIET EIEE
" o AN i e S ARAR e TRels pad et TPE
2 7 i~ M HTTP-proxy HTTP-proxy Any-Trusted, Any-Optional Any-External
4 v i WalchGuard Certificate Portal  WG-Cert-Portal Any-Trusted, Any-Optional Firebox
5 J' @ ‘WalchGuard Web Ul WG-Fireware-XTHM-Webll Any-Trusted, Any-Optional Firebox
5 v &l a_‘, & Fin Ping Any-Trusted, Any-Optional Any
7 v & % - DN DS Any-Trusted, Any-Optional Any-External
8 ./' @ WakhGuard WG-Firebox-Kgmt Any-Trusted, Any-Optional Firebox
9 v SIEH e OutBoing TCP-UDP Any-Trusted, Any-Optional Any-External
< >
Fireware 05 v12.4.1
W &= fUy-070/(F1 x
EWi: | HTTP-proxy & | i)

RUZ= Fpszs 3l

HTTP-proxy 8% % ..

i v| [TcRRSTOER
ST
'ﬁ\ Any-Trusted
'@\ Any-Optional
wh | e [
[EiFR
‘@\ Any-External
B | | RE iR
|:| Route outbound traffic using | SD-WAN Based Routing | (Fireware 05123 or higher)
SD-WAN Action I | B" b-
Appiication Control ®EMIZLZT: | Global L
Geolocation EEMIET 3 Global ~

ZoflUy-m PSEEMICLIT
WEE LEE S — 2 ERMET S (Freware 0S v 110 KBE

TOFY FRYaVERRIVFLY POV  Defaul-HTTP-Client v

Feven | an

[TRFS ORTREIRZED)VILES
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TOXLORR/MBEEEDMHEEAVE—D IICRROTUVIL—FDEELHYET

B EE TP 0%y 7OV3VDER x

E W | Default-HTTP-Client

SHER: |Created by Quick Setup Wizard on 2019-06-28T15:31:55+09:00

-hFdu ~
E-HTTP Eaft BEEAiz—T
EREE Comtert-tvpe: text/html; charset="utf-2" i
~ERHFE
IR £ . CIDOCTYPE himl PUBLIC “~//W3C//DTD XHTHL 1.0 Strict//EN
A Sl “htte:/ fmun.u3. ore/TRfxhtn | 1/0TD xhtnl 1-st rict.dtd">
TR <himl lang="en” =ml:lanz="en” xmln=="http:/Swew. wd.org/ 1999 fchin] >
e <head>
R T <titler¥itransact ion)¥ denied by WatchGuard HTTP Proxy</titles
TS MR <style tvpe="text/oas™>
I U . body {
g T S DR font-family: Arial, Helwvetica, Verdana, Sans-Serif;
..... Web® 4w H— - miEH font-zizel small:
----- HTTP 7 0 % 2 fAl4 fomt-weight: normal;
----- Data Loss Prevention colar: #000000;
----- WWebBlocker 1
----- bl S AT div {
o puiztion Engbled Nefense margin-left: auto;
margin-right: auto;
""" ‘ T~ s text-align: center;
----- APT Biocker 1
b |
width: B00p:x: e
€ >

%o il N e

ZOTUoITL—FD HTMLZREITNIEAREDOR—JIZTHIENTEET,
TFUTL—hRTHEAINTLS%(...)% TRENT- Firebox DAy E—CH#RINT HEHEH TT DT,
I LTS,

REICFDFFIE—KR—RELTHEZD HTML YV—REBHELTHEEZET,
(72 R—CTHEALEEXF )T+ EE5E@mD HTML TY)
Y—RABDA—)LTRLRAOELEDE D EIEFEDELDIZESTHZ TS
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Content-type: text/html; charset="utf-8"

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-strict.dtd">

<html lang="en" xml:lang="en" xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<title>%(transaction)% denied by WatchGuard HTTP Proxy</title>

<style type="text/css">
body {

font-family: Arial, Helvetica, Verdana, Sans-Serif;

font-weight: normal;
color: #000000;
b
div {
margin-left: auto;
margin-right: auto;
text-align: center;
b
.box {
width: 640px;
background-color: #F2F2F2;
border-left: solid 1px #C2C2C2;
border-right: solid 1px #C2C2C2;
vertical-align: middle;
padding: 20px 10px 20px 10px;
b
p{
text-align: left;
font-size: small;
b
.red {
font-weight: bold;
font-size: large;
color: Red;
text-align: center;
b
.band {
height: 20px;
color: White;

background: #333333;
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width: 640px;
border-left: solid 1px #333333;
border-right: solid 1px #333333;
padding: 3px 10px Opx 10px;
b
div#wrap {
margin-top: 50px;
b
.center{
text-align: center;
¥
.blue {
font-weight: bold;
font-size: large;
color: blue;
text-align: center;
b
</style>
</head>
<body>
<div id="wrap">
<div class="band">Security Alert !</div>
<div class="box">
<p class="red">t ¥ 1) FAHEEEICLH>TT U ERITIEFTEINEL=</p>
<p class="blue">H B\ EHE [LIFEHS X T LEB(PMHER 1000)FE T, </p>
<p class="center">7 /R AIEHFEINDEE L. L TOAYE—IFIE—LT<br/>
<a href="mailto:info@joho-system.domain">info@joho-system.domain</a> & TA—JL T E#KLZE V< /p>
<hr/>
<p><b> HH: </b> %(reason)% </p>
<p><b>F7HtERAYYKR:</b> %(method)%</p>
<p><b>THERFEDH—/\—:</b> %(url-host)%</p>
<p><b>URL /XR:</b> %(url-path)%</p>
</div>
<div class="band">WatchGuard Technologies, Inc.</div>
</div>
</body>

</html>
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WSM IR EH A FETBERAWNEHYNESTTNET,

WatchGuard Firebox AWM B A X 1) T EHISERATESD . RRVETEELET,
SHRLBEH OB, HHOEF 1T DELLTHRISLTHIFENTT,
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