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00 Property Specification
Physical Dimensions 196mm X 196mm X 43mm
Weight 8509 (1.871b)
Wich Operating Temperature 0°C —45°C (32°F to 113°F)
Storage Temperature -20°C — 65°C (-4°F — 149°F)
: Humidity 5% to 95% non-condensing
t © o O | Qualcomm IPQ4028 717 MHz quad-core ARM processor

Processorand RAM with 256 MB RAM and 64 MB Flash

Port Description Connector Type Speed/Protocol
Reset Resgt to factory default Biin [neli) st laizer Hold dqwn and power cycle

settings the device to reset
3.5mm overall
Power 12V DC/802.3at (PoE+) diameter/1.35mm N/A

center pin/hole

Gigabit Ethernet port that

LAN2 can be used for wired RJ-45 [G/IEO/OED ilejps Ehgelor:

extension for an SSID TS
10/100/1000 Mbps Gigabit
~ Ethernet
| | Gigabit Ethernet port used 802.3af/at Class 0 PoE/PoE+
Reset to connect to the wired PoE input voltage: 48V
LAN2 LAN and communicate If using PoE (802.3af):
FoueT with the WatchGuard Wi-Fi « USBportand LAN2
LAN1/PoE Cloud or Server. This port port disabled
LANT/RGE | also be used to power RJ-45 « 24GHzradio- 1x1
the device using the 802.3at mode with 15 dBm
(PoE+)/802.3af (PoE) trans- mit power
standard (limited +  5GHzradio - 2x2 mode
functionality). with 18 dBm transmit-
power (15 dBm per
chain)
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WI-FI SPECIFICATIONS - Frequency, Modulation, and Data Rates

IEEE 802.11b/g/n

Scanning Transmission
Frequency Band All regions USA & Canada Europe
(FC/IC) (ETSI)
2400 ~ 2483.5 MHz 2400 ~ 2473.5 MHz 2400 ~ 2483.5 MHz
Modulation Type DSSS, OFDM
Peak Data Rates Up to 300 Mbps (MCS 0-15)
Antenna Integrated modular high efficiency PIFA antenna x4 (x2 per band)
IEEE 802.11a/n/ac
Frequency Band Scanning Transmission
All regions USA & Canada Europe
(FC/IC) (ETSI)

4.92 ~5.08 GHz

515~525GHz 515~525GHz 5.15~525GHz

525~535GHz 525~535GHz 5.25~535GHz

547 ~5.725 GHz 5.725 ~5.825 GHz 547 ~5.725 GHz

5.725 ~5.825 GHz
Dynamic Frequency Selection DFS and DFS2
Modulation Type OFDM
Peak Data Rates Up to 867 Mbps (MCS 0-15)
Antenna Integrated modular high efficiency PIFA antenna x4 (x2 per band)
Physical Specifications
Internal PIFA

P 2x2.4 GHz (2.5 dBi peak gain)

2x5 GHz (3.5 dBi peak gain)
2x2 dual band third radio (non-access)

2 Gigabit Ethernet ports with RJ45 connector type.

One port to connect to the wired LAN and communicate with the WatchGuard Wi-Fi Cloud.
Ethernet Ports This port can also be used to power the device using the 802.3at (PoE+)/802.3af (PoE) (limited

functionality).

Second port can be used for aggregation or wired extension of an SSID.

Reset Pinhole push button
LEDs Power, LANT, LAN2, 2.4 GHz, 5 GHz 1,5 GHz 2
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Input Power

Number of Radios

MIMO
Number of Spatial Streams

RF Transmit Power
Power Consumption

Simultaneous MU-MIMO Clients
Users in a MU-MIMO group with a 2x2 client
Bandwidth Agility

Frequency Bands

Dynamic Frequency Selection

AP325

Operational Specifications
12V DC/1.5A (3.5mm overall diameter/1.35mm center pin/hole)/802.3at (PoE+)/802.3af (PoE)
(limited functionality)

3 WiFi Radios: One 2.4 GHz and 5 GHz radio each for simultaneous dual band client access. A
third dual-band radio dedicated to non-access smart scanning; WIPS, RF optimization, remote
troubleshooting, and network assurance functions.

2x2 for 2.4/5GHz Radios
2 for 2.4/5GHz Radios
20 dBm per radio chain (max); Actual power for Tx will depend on Country Regulatory Domain

Max: 19W

Min: T1W

Average: 16 W

Two 1x1 MU-MIMO clients
1

Yes

24-24835 GHz, 4.9-5.0GHz, 5.15-5.25 GHz
(UNII-1), 5.25-5.35 GHz, 547-5.6 GHz,
5.650-5.725 GHz (UNII-2), 5.725-5.85 GHz (UNII-3)

Supported in compliance to all latest amendments from FCC, CE, IC, CB, TELEC, KCC
regarding certifications.
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Maximum Aggregate Transmit Power

For 2.4GHz For 5GHz

MCS Index Transmit Power(dBm) MCS Index Transmit Power(dBm)
6 Mbps — 48 Mbps 21

TMbps - 11 Mbps 21

? 8 54 Mbps 20
802.11g 802.11n HT20

6 Mbps - 48 Mbps 21 MCS 01,2345 21
MCS 6,7 20

54 Mbps 20 '

802.11n HT40
802.11n HT20

MCS 0,1,2,3,4,5 21
MCS 0,1,2,3,4,5 21
MCS 6 20
MCS 6 20 MCS 7 19
MCS 7 19 802.11n VHT20
802.11n HT40 MCS 0,1,2,3,4,5 21
MCS 0,1,2,34,5 21 MCS 6,7 AL
MC 1
MCS 6 20 °8 ’
802.11n VHT40
MCS 7 19
MCS 0,1,2,3,4,5 21
COUNTRY-WISE MAX TRANSMIT POWERS (DBM) MCS 6,7 20
Countries 2.4GHz 5Ghz MCS 8 18
Australia 20 23 MCS 9 17
Canada 30 23 802.11n VHT80
Indi 20 20
ndia MCS 0,1,2,3/4,5,6,7 19
Israel 20 20
MCS 8 18
Japan 20 20
MCS 9 17
UAE 20 17
USA 20 23
Note:

The actual transmit power will be the lowest of:

- Value specified in the Device Template

+  Maximum value allowed in the regulatory domain
» Maximum power supported by the radio
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Receive Sensitivity

For 2.4GHz

MCS Index

6 Mbps

24 Mbps
36 Mbps
48 Mbps
54 Mbps

MCS 0,8
MCS 1,9
MCS 2,10
MCS 3,11
MCS 4,12
MCS 5,13
MCS 6,14
MCS 7,15

MCS 0,8

MCS 1,9

MCS 2,10
MCS 3,11
MCS 4,12
MCS 5,13
MCS 6,14
MCS 7,15

Receive
Sensitivity (dBm)

802.11g
-94
-86
83
78
77

802.11n HT20
-93
-90
-88
-84
-81
77
74
73

802.11n HT40
-90
-87
-85
-81
78
74
73
71

For 5GHz

AP325

MCS Index

6 Mbps

24 Mbps
36 Mbps
48Mbps
54 Mbps

MCS 0,8
MCS 1,9
MCS 2,10
MCS 3,11
MCS 4,12
MCS 5,13
MCS 6,14
MCS 7

MCS 0,8
MCS 1,9
MCS 2,10
MCS 3,11
MCS 4,12
MCS 5,13
MCS 6,14

INTERNAL ANTENNA RADIATION PATTERNS
Radiation Pattern for 2GHz Antenna 1

dBi gain 2.45GHz(XY plane)

300

70

PE

225

210 -

135

150
185 - " 165
180

dBi gain 2.45GHz(YZ plane)

225

Receive
Sensitivity (dBm)

802.11a
-93
-85
-82
-77
-76

802.11n HT20
-92
-89
-86
-83
-80
-76
74
-72

802.11n HT40
-89
-86
-83
-80
-77
73
-62

195 e 185

285 [

255

LSS Ezﬁf.'ﬁs.ty (dBm)
802.11n VHT20
MCS 0 -91
MCS 1 -88
MCS 2 -86
MCS 3 -83
MCS 4 -80
MCS 5 75
MCS 6 74
MCS 7 72
MCS 8 -68

802.11n VHT40

MCS 0

MCS 1

MCS 2

802.11n VHT80

MCS O -86
MCS 1 -83
MCS 2 -81
MCS 3 -78
MCS 4 -74
MCS 5 -70
MCS 6 -69
MCS 7 -67
MCS 8 -63

dBi gain 2.45GHz(XZ plane)
0

M5 10 - 15

315 -, 85

300 . 60

90

' 105

200 T A T X / 120
225 ) LT A . 135
210 1 _ 150

195 -~ 165
180
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Radiation Pattern for 2GHz Antenna 2

dBi gain 2.45GHz(XY plane) dBi gain 2.45GHz(YZ plane) dBi gain 2.45GHz(XZ plane)
o o

Radiation Pattern for 5GHz Antenna 1

dBi gain 5.5GHz(XY plane)
a

Radiation Pattern for 5GHz Antenna 2

dBi gain 5.5GHz(XY plane)
0
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REGULATORY SPECIFICATIONS

RF and Electromagnetic

Country Certification
USA FCCPart 15.247, 15407
Canada IC
Europe CE EN300.328, EN301.893

Countries covered under Europe certification: Austria, Belgium, Cyprus, Denmark, Estonia, Finland,
France, Germany, Greece, Hungary, Ireland, Italy, Iceland, Luxembourg, Latvia, Lithuania, Malta, Nether-
lands, Norway, Poland, Portugal, Spain, Sweden, Slovakia, Slovenia, Switzerland, The Czech Republic, UK.

Safety
Country Certification
USA UL 60950
Canada cUL 60950
European Union (EU) EN 60950, RoHS
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ORDERING INFORMATION

Access Point

Part Number Description
WGA35723 WatchGuard AP325 and 3-yr Total Wi-Fi
Total Wi-Fi includes Wi-Fi Cloud license, Standard Support, WIPS, Engage Captive Portals, Analyze Location Analytics, and Go Mobile Web App
WGA35721 WatchGuard AP325 and 1-yr Total Wi-Fi
Total Wi-Fi includes Wi-Fi Cloud license, Standard Support, WIPS, Engage Captive Portals, Analyze Location Analytics, and Go Mobile Web App
o WatchGuard AP325 and 3-yr Secure Wi-Fi
39733 Secure Wi-Fi includes Wi-Fi Cloud license, Standard Support, and WIPS
WatchGuard AP325 and 1-yr Secure Wi-Fi
WGA35731 Secure Wi-Fi includes Wi-Fi Cloud license, Standard Support, and WIPS
A WatchGuard AP325 and 3-yr Basic Wi-Fi
S Basic Wi-Fi includes Fireware Gateway Wireless Controller license and Standard Support
WatchGuard AP325 and 1-yr Basic Wi-Fi
WGA35701

Basic Wi-Fi includes Fireware Gateway Wireless Controller license and Standard Support

Power Options
Part Number Description
WG8599 (US) WatchGuard 802.3at PoE+ Injector with AC cord (US)
WG8600 (EU) WatchGuard 802.3at PoE+ Injector with AC cord (EU)
WG8601 (UK) WatchGuard 802.3at PoE+ Injector with AC cord (UK)
WG8602 (AU) WatchGuard 802.3at PoE+ Injector with AC cord (AU)
WG8039 Power Supply for WatchGuard AP325

Mounting Options
Part Number Description

Flat Surface Mount Kit

et Flat surfaces (wall, hard ceiling) mount kit for WatchGuard AP325

T-grid Rails (9/16"15mm) Mount Kit

et Drop ceiling T-grid rails (9/16", 15mm) mount kit for WatchGuard AP325/AP420
WG8021 T-grid Rails Interlude and Silhouette Mount Kit

Drop ceiling T-grid rails (interlude and silhouette) mount kit for WatchGuard AP325/AP420
WG8027 T-grid Rails (15/16, 24mm) Mount Kit

Drop ceiling T-grid rails (15/16", 24mm) mount kit for WatchGuard AP325/AP420
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